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Introduction

This configuartion guide provides guidelines to configure Microsoft Exchange 2003 to use Mail Prove
Service.

Microsoft Exchange 2003 Configuration Guide

1. Enable Connection Filtering on specific SMTP virtual server IP.

1.1 Go to the properties of SMTP Virtual Server.
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1.2 On the General tab, click the Advanced Button.

Advanced |

Configure multiple identities for thiz virtual server.

Address;

| TCP Port | Filter Enabled |
25 Na

dd. | Edi. | Bemove |

ak. I Cancel | Help

1.3 Click the Edit button

Default SMTP ¥irtual Server Properties EH

General I.f-\ccessl Messagesl Deliver_l,ll

% Default SMTP Yirtual Server

IP addrezs:
| (&l Unassigned)

[ Limit number of connections bo;

Connection time-out [minutes); |1 ]

Enable logging

Active log format:

W3C Extended Log File Farmat 7| | Properties. |

()8 Cancel | Apply | Help |
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1.4 Check the 'Apply Connection Filter' checkbox

Identification | x| |

IP address:

TCF paort:

[ Apply Sender Filter

[~ Apply Fecipient Filter

[ (& Unassigred) |

—

v i4pply Connection Filter

Cancel Help

I

2. Create New Connection Filter Rules for Mail Prove RBL query.

2.1 Go to the properties of the Message Delivery settings.
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2.2 On the tab of “Connection Filter”, click new to add a new connection filter rule.

Message Delivery Properties ﬂ I

General | Defaultz I Sender Filkering
Connection Filter I Recipient Filtering I Details

Connection Filker Bules:

Fule | Enabled Priarity

ordb.org Tez
e L@ |

fovee Crawn |
|+

Edit . Delete |

Do ot filker connectionz when zent to the following recipient SMTF
addreszes or are from the following sender 1P addrezses:

Agd.. | Edi. | | Eemove |

(] 4 | Cancel | Apply | Help
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2.3 Input the display name (e.g. mailprove_rbl), DNS Suffix of Provider(given by the reseller.) M
oreover, user can overwrite the error message returned when the incoming mail rejected by RB
L.

Connection Filtering Rule |

Diisplay Mame |

[ SR

DS Suffix of Provider
I relays.ordh,org

Custom Error Message o Return
{default-error message will be used iFsrt blank);

~Return Stabus Code from Pravider Service:
Conifigurs the return stakls code received from the provider service
“bo provide 5 patch-For this conneckion-filker rile, IF you choose fot ta
configure this b_y_.deféult the "match filber-rile tosany reburm code!
opkion will be ussd,

Returr Skatis Code, . I

I Disable this rule

oK I Cancel | Heln |

2.4 Click “OK” to finish the configuration.
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